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ETC (Electric Toll Collection) System
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ETC (Electric Toll Collection) System
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W-CDMA System
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DES (Data Encryption Standard)

National Security Agency

DES
Triple-DES
NI AES
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AES (Advanced Encryption Standard)

DES
NIST
FIPS
AES

RIJNDAEL

AES Official Home Page
http://csrc.ncsl.nist.gov/encryption/aes/aes_home.htm



AES

Triple-DES
AES

Target Specific Cipher
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PKI (Public Key Infrastructure)

CA Caertificate Authority
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MISTY
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Structure of 3GPP '98.12

3GPP: third generation partnership project

ARIB CWTS

3GPP= ETSI T1

‘ TTA TTC

CN RAN SA T
Core Network) (Radio Access Network) (Services and System Aspects) (Terminal

WGl WG2 WG4 WG5S

(http://www.3gpp.org)



¢ Authentication

¢ Confidentiality Integrity



History of KASUMI

¢ SA-WG3 SAGE 3G (99- )
¢ SAGE MISTY

MISTY (99-7)
¢ SAGE

KASUMI (99-11)
o

(99-11,12)

¢ SAGE SA-WG3 (99-12)
¢ 3GPP KASUMI W-CDMA (00-3)

SAGE (Specia Algorithm Group of Experts) :
ETCl (>CN\A



Why MISTY ?

< 10K

. 10K



¢ “Public Confidence”
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BT(UK)
Ascom(CH)
LUC(NZ)
NCS(US)
IBM(US)
NSA(US)
RSADSI(US)
RSADSI(US)
Hitachi(JP)
NTT(IP)
ETSI(FR)

1992
1993

1994
1994
1994
1994
1994
1994
1994
1994
1995

Laurel Intelligent

Systems (JP)

1995

2000 12

Mitsubishi Electric(JP) 199

NEC(JIP) 199
SAGEM(FR) 199
Check Point Software(lL) 199
Matsushita (JP) 199
Hitachi (JP) 199
NEC(JP) 199¢

Hitachi (JP) 199

|nternational Information
Science Institute (JP) 2000
Toshiba (JP) 200(
Fuji Soft ABC (JP) 200C
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New European Schemes for Signatures, Integrity, and Encryption

http://cryptonessie.org/
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IBM Hastard Cisco
Certicom Dawson Qualcomn
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NESSIE (3/3)

NESSIE
1SO

IPR (Intellectual Property Rights) Jungle
NESSIE PR

Industrial board
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CRYPTREC Cryptography Research and
Evaluation Committee

2003

2000 | PA
(http://www.ipa.go.|p/security/)
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240,00

CRYPTREC

http://www.i1pa.go.|p/security/enc/CRY PTREC
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2001

SSL

http://www.i1pa.go.|p/security/enc/CRY PTREC
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o o6 RSA512



(2/2)

¢ Key Escrow (

— Capstone

— Clipper Chip

¢ Key Recovery ( )
— Trusted Third Party

— Lost Key
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1995

1996)
B.Schneier Applied Cryptography (second edition)
John Wiley & Sons (1996)
BP 1998

1997)
A.Menezes,P.C.Oorschot,S.A.Vanstone
Handbook of Applied Cryptography, CRC Press (1997)



