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Introduction ( Secure Genome Search Protocol )
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» User only knows the statistics
» Server does not learn the user’'s query
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o Look-up v[¢] by Oblivious Transfer (OT) to protect "¢" o Look-up v[...v[t]...] by Recursive OT to protect "v" [1]
¢ = @P._(Enc(glil) ® (Vi1 +7) mod n)
?fv = [v[1L,...,vlzl,. .., v[n]] 4 Set the next query
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#@ Again compute ¢

PBWT-sec only counts # of prefix match (advanced statistics and wildcard search are not available) because it uses additively HE FHE is desired!

Our Proposed Method adopting Fully Homomorphic Encryption
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» f[emporal masking r is omitted here

-Utilize element-wise computation server's vector

Experimental Result Conclusion and Future Work
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10 times slower than PBWT-sec.
Future Work
e Extend the functionality

o conducting wild card search
o calculating more advanced statistics
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/ e Implemented secure genome search protocol with FHE, only
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